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MOTIVATION
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PRIVACY POLICIES IN SNS TODAY

+ Limited expressivity on what you can write

+ Conformance partially supported in many
social networks
+ But limited: no analysis of (post)
content, side effects of events (tagging,
joining an event, etc.)

+ Consistency among policies n

+ Not supported in general... *
+ Even less among multiple SNS




OUR (MiD-TERM) GOAL

+ Define a privacy policy framework allowing
to write rich privacy policies for social

networks

+ Beyond current SNS like f
+ Beyond a single SNS

+ Means for reasoning about properties of

such policies (and the SNS)
+ Model checking, deductive system,...
+ Implicit and explicit knowledge

+ Provide enforcement mechanisms
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PPF: A FORMAL FRAMEWORK FOR PRIVACY
POLICIES ON SOCIAL NETWORKS
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SNM: SOCIAL NETWORK MODELS

PPF: < SNM, KBL, PPL >




KBL: AN “EPISTEMIC” LOGIC

PPF: < SNM, KBL, PPL >

Predicates encoding

. . (11
“Generic” predicates connections”

=

Predicates encoding
permissions

¢ == p(t) | em(i i) | an(ij) | dA S| =0 | V.0
| Ki¢ | Eco | Sco | Dad| Cad

Agent i knows ¢

Everybody in the
audience G knows ¢

¢ is common

knowledge among G

¢ is distributed
Somebody in the knowledge among G

audience G knows ¢
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KBL SEMANTICS

PPF: < SNM, KBL, PPL >

SN
SN
SN
SN

SN

SN
SN

SN
SN

SN

SN

u = p(t) iff
T — T iff
aUuEIAY iff
ukEVvVre.e iff
,U}ZK,'(S iff
JuUukEcn,(i,j) iff
JukEa,(i,j) iff
ukE Sgé iff
upE Egd iff
ulE CES iff
ukE Dgé iff

p(f) € CI(KB,,)

SN, uEd

SN, uE=d¢and SN,u = v
forall ve D, SN,u E ¢[v/z]
6 € CI(KB;)

(1,7) € Cnm
(1,7) € A,

there exits i € GG such that SN,1 = K
SN,iEK;éforallie G
SN,uE Egdforn=0,1,2,... .k

5 € Cl(U;eq KB:)

TABLE I: KBLs)s satisfiability relation
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PPL: SPECIFYING POLICIES

PPF: < SNM, KBL, PPL >

Policies of agent i (defined over a

Any KBL formula subset of KBL)

D
aANa ||y TV

Y == Kiv|Egv|Sev| Doyl Cén
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PPL CONFORMANCE RELATION

PPF: < SNM, KBL, PPL >

SN Ec 61 Ad2

SN ¢ Vz.d

SN k¢ [-al;

SN k¢ [¢ = -al;

iff
iff
iff
iff

SN Ec 01 ASN Ec 62
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KBL - EXAMPLES

- Bob knows Alice's location

KBob

- Bob knows that Alice
knows his location

KBob KAlice &

~ - Alice and Bob know Bob's

g colleague Iocation
E{Bob, Alice} &
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KBL - EXAMPLES

- If an agent knows a post, she knows who liked it

Raul Pardo
5June at00:00- A8 »

Interesting article with an overview of some concurrency problems and how
they have been solved

Turing Lecture: The Computer
Science of Concurrency: The Early
Years

Leslie Lamportis the recipient of the 2013 ACM A.M.
Turing Award.

Like - Comment - Share

5| Adina Aniculaesei, Joel Svensson and 2 others like this.

V x.Vu.Vi.¥n(K, post(n,u)AK like(i,u,n)= K, like(i,u,n))
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PPL — EXAMPLES

Nobody can know Bob's
location (except Bob)

[[—' SAg\{Bob} ﬁ ]IBob
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PPL — EXAMPLES

Nobody can know Bob's
location (except Bob)

ﬂ" SAg\{Bob} £ ]IBob

Only people who liked at least one of Bob's posts
can join his event:

Vi.V n.[~K,,like(i,Bob,n)=—P® joinEvent],, =

( ' colleague




THAT'S NICE BUT...
SOCIAL NETWORKS EVOLVE
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“EPISTEMIC” EVOLUTION
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“TOPOLOGICAL” EVOLUTION
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“POLICY” EVOLUTION




OPERATIONAL RULES

Updated of “primed”
variables, auxiliary
information, side effects, etc

For any event of the SNS
E.g., for Twitter: follow,
unfollow, post, etc
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OPERATIONAL RULES: GENERIC STRUCTURE

Episte mic

Vi€ Ag KB;. :KB_,-UI‘; where I‘; C Fxsc

Al = (A: \ PerToRmv®) U NewPer® where NewPer® € 2949 and Per
Py...P, € PwheremeHN

(_.{{Ai}iez,.P._}. KB, _) = (_.{{Al}iez

Topological
Ag' = (Ag\ AgtToRmv®) U NewAgt® whs

ewPol; where NewPol; € 277 and PolToRmv; C FpPc
Py...P,, € Pwhere m e N

X }icZ,. P._}. KB, w) = (Ad' . {{C!}iez,.{AL}iez,.P._}.KB',©')
2 1 2
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PRESERVATION OF PRIVACY
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THEOREM: , and ﬁ are privacy preserving



SUMMARY

Formal Privacy Policy Framework (SeErm’14)
Social Network Model — SN
Knowledge Based Logic — KBL
Privacy Policy Language - PPL
Formalization of Facebook and Twitter

Evolution of SNS (under submission)
Operational rules
Privacy preservation
Applied to Facebook and Twitter



ON-GOING AND FUTURE WORK

Proving relation of the SN Model with standard
Kripke semantics for Epistemic Logic
Implementation: Diaspora*

Extending the framework with real-time
Attacker model
Enforcement mechanisms

Long Term:

A generic privacy policy framework controlling
your device (e.g., smart phone)
Privacy-preserving contractual agreements



Part 11

Other (current) research
interests



SPECIFICATION AND
ANALYSIS OF
NORMATIVE TEXTS

Joint work with
John C. Camilleri

Also:
Cristian Prisacariu, Gordon Pace, ...



WHAT DO WE WANT TO DQO?

» Formalize "contracts” (normative texts)
= Provide (semi) automatic tools for analysis

“What happens if the customer skips the
payment?”

“What is the shortest service utilization?”
"What are my obligations?”

"Are there obligations without "reparations”?



THE BIG (PARTIAL) PICTURE...

/ Runtime \ / a ;PrOp Static \

= Lib

CNLCon NLCon

CNL to =0 NL to L =D
= FL & CNL &

Counter-
example
Analyzer

= JI1%*

Sys Mon

Runtime
Violation
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Static
Violation
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/

You should read it in this direction!
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Controlled Natural
Language (CNL)

III/

Framework (GF)

Our work on “contracts”:

FMOODS'07, ATVA'O7, ATVA'08, ATVA'09, iFM'09, FESCA'09, WOLLIC'09, ICAIL'09,
ICTAC'09, IEEE SCC'10, FMSPLE'10, FLACOS'11, JLAP'12, JLAP’13, IEEE TSE'14, CNL'14

* Thanks to John Camilleri for the picture
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<clausges>

Grammatical
</clauses>

</contract>

COML (XML)
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<concurrentActions>
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</concurrentActions>
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COMBINING STATIC AND
RUNTIME VERIFICATION

(To verify Data- and Control-
Oriented properties)

Joint work with
Wolfgang Ahrendt, Mauricio Chimento and Gordon Pace
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Unified Static and Runtime Verification of
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SITARV O OR:S

Unified Static and Runtime Verification of
Object-Oriented Software

Prog. P”
.| (weaved)
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