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A Simple Bit Transmission Protocol
Epistemic ensemble of epistemic processes executing epistemic actions
guarded by epistemic formulae

Agl = pX . (—Ki Ko xy D sndjpg?(x1).X +

KiKyx; D 1.0)

Ag2 = Kyx; D snda (Ky x1).0

Ag3 =Kz x| D snda’ (K3 x1).0

Sys=1:Agl||2:Ag2 | 3:Ag3

» A. Baltag, L. S. Moss. Logics for epistemic programs. Synthese, 2004.
» E. Lorini, E. Perrotin, F. Schwarzentruber. Epistemic actions: Comparing
multi-agent belief bases with action models. KR, 2022.

» A. Witzel, J. A. Zvesper. Epistemic logic and explicit knowledge in distributed
programming. AAMAS, 2008.
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Goal: Executing ensembles concretely, symbolically, and distributed

» A. Baltag, L. S. Moss. Logics for epistemic programs. Synthese, 2004.
» E. Lorini, E. Perrotin, F. Schwarzentruber. Epistemic actions: Comparing
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Executing Epistemic Ensembles

» Concretely on a set of epistemic states
a:P,|E,K S a:P||EK
» infinite state space
» Symbolically on a global knowledge base
a:P,||E,;T 3% a: P ||E T

» finite state space for model checking due to abstractions

» Distributed on agent-wise local knowledge bases
i:(Pi, ) || (a: (PayAd))aec || D%V
i (PLAY) | (@ (Pay Ad))acc || D

» parallel execution, finite state space
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Epistemic Logic

Fopu=p|tue | 7o | p1 A2 | Kig
» set of propositions II > p, (finite) set of agents A > a
» K, read as “agent a knows ¢”
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» set of propositions II > p, (finite) set of agents A > a
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Interpreted over epistemic structure K = (W, (E;)aea, L)

» worlds W, labelling L: W — Il
» accessibility relation E, C W x W of possible worlds for each agent a
» equivalence relation for S5
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Fopu=p|tue | 7o | p1 A2 | Kig
» set of propositions II > p, (finite) set of agents A > a
» K, read as “agent a knows ¢”

Interpreted over epistemic structure K = (W, (E;)aea, L)

» worlds W, labelling L: W — Il
» accessibility relation E, C W x W of possible worlds for each agent a
» equivalence relation for S5

Satisfaction relation K, w = ¢ withw € W
KwEKp < KwEpfaw eWwih (w,w) €E,
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Epistemic Logic: Axioms
S5-logic — all E, equivalence relations

> (Kao1 AKa(o1 = 92)) = K, oo — distribution axiom

» K, ¢ — ¢ — knowledge axiom

» “Known facts are true”
» E, reflexive on W

» K, ¢ — K; K, ¢ — positive introspection axiom

» “If agent a knows ¢, then it knows that it knows ¢”
» E, transitive

» K, ¢ = K, =K, ¢ — negative introspection axiom
» “If agent a does not know ¢, then it knows that it does not know ¢’
» E, Euclidean

» —K, false — consistency axiom

» “No agent believes false”
» E, serial
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Epistemic States

Epistemic state & = (K, w)

Example Epistemic state Ko

wo wi

2,3
1,2,3 Co D123

» Ro EKixi, R FEKoxi, K FEKixg
» Ry =K —Kaxy, Ro = Ki—Ksxg
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Epistemic Actions

Epistemic action model U = (Q, (Fy)aeca, pre)

» events Q

» accessibility F;, C O x Q

» precondition pre: Q — %

Example

Group announcement Uy, (A, ¢)

k

Ad]

2

n

A\ A,

true

A
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Epistemic Actions

Epistemic action model U = (Q, (F4)aca, pre)
» events Q
» accessibility F;, C O x Q
» precondition pre: Q — F

Example  Group announcement Uy, (Ax, ¢)
k n

A(: P true:)A

A\ A,

Epistemic action u = (U, q) pre(u) = pre(q)
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Epistemic Updates

Product update (K,w) < (U,q) = (K < U, (w,q)) if K,w |= pre(q)
(W,E',L') = (W,E,L) < (Q,F,pre)
W ={(w,q) €W xQ|K,wl= pre(q)}

Ey = {((w,q), W.q") | (w,w') € Eqa, (q.4) € Fa}
L'(w,q) = L(w)
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Epistemic Updates

Product update (K,w) < (U,q) = (K < U, (w,q)) if K,w |= pre(q)
(W,E',L') = (W,E,L) < (Q,F,pre)
W ={(w,q) €W xQ|K,wl= pre(q)}

E, = {((w,q), w'.q")) | (w,w') € Eq, (q,9') € Fa}
L'(w,q) = L(w)

Example R; = Ko < (Ugrp({z}a Ki Xl)a k)

Wo < k|| Kixg =

2,3 1,3

(W07 n)
W) o[

» 8 E KK xp, but 8] = —K; Ky K x4
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Composite Epistemic Actions

Epistemic choice actions a = {uy, ..., u,} pre(a) = \/ c, pre(u)
» choice dependent on current state, according to precondition

Examples

o = {(Ugp({2}, Ki x1), K), (Ugrp({2}, Ki =x1), k) }
= {(Ugnp({2}, Ki x1),n)}
Oéﬁxl {(Ugnp({2}, K1 =x1),n)}

Q

sndigg *(Ky x1).X = of X +af X +a”, X

sndpy” (Ko x1).X = {( Ugp ({1, 2} Kaxi),k)}.X
(K4 x abbreviates K, x V K; —x)
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Concrete Epistemic States

K set of epistemic states
» KEp «<— REpfa Rek
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Concrete Epistemic States

K set of epistemic states
» KEp «<— REpfa Rek

Example Ko = {£o, R}

wo w1

2,3
1,2,3 . (o o123

/ ’
Wy Wi

1,2,3 . 23 @. 1,2,3

> ’CO):KIXI\/KI_‘XI
> Kob&KleXl\/Kle—!Xl
> My = K,
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Epistemic Processes on Concrete States

P:=0|aP | oDP | P +P | uX.P | X

Concrete operational semantics on a set K of epistemic states

KEp < RE¢fa ek
Kaa=Ug,Lau, K<su={Rgu|Rek, & pre(u)}

uco
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Epistemic Processes on Concrete States

P:=0| aP | pDP | Pi+P, | uX.P | X
Concrete operational semantics on a set K of epistemic states
a.P, K5 P, K<a ifK = pre(q)

P,K% P K
0DOP %5 PLK

it IC =

P{X — uX.P},K % P K
uX.P 5 PLK!

KEp < RE¢fa ek
Kaa=Ug,Lu, K<su={Rgu|Rek, & pre(u)}

uco
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Epistemic Ensembles on Concrete States

For G C A, G-families of epistemic processes E = (a:Pylacc
» each process P, only contains (pre-)conditions in .%|a

Flas pg n=true | =, | wa1 ANgar | Kap where g € F

Concrete operational semantics on a set K of epistemic states
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Symbolic Epistemic States

Focus formulee A C #

» like in predicate abstraction

Symbolic epistemic state I' C A such that
» I'is A-closed: ' = ¢ implies p € T forall o € A
» global knowledge base

Symbolic update T' <1® o = {p € A | T = wlp(a, )}
» weakest liberal precondition
REwWp(u,p) < RKREpre(u)orR<u =@
REwp(a,9) <= R Ayea Wip(1, )
KEwp(a,p) < KadalEy
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Epistemic Processes and Ensembles on Symbolic States

Symbolic operational process semantics on a symbolic state I' C A

Symbolic operational ensemble semantics on a symbolic state ' € A

Processes only contain (pre-)conditions in A
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Symbolic operational process semantics on a symbolic state I' C A
aP,T B2 P T <®a ifT = pre(a)

P.T AP T
9DOPSHAPT

if =
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Symbolic operational process semantics on a symbolic state I' C A
aP,T B2 P T <®a ifT = pre(a)

P.T AP T
9DOPSHAPT

if =

Symbolic operational ensemble semantics on a symbolic state I' C A

a:P,||E,T 5% a: P |ET P, I AP T

Processes only contain (pre-)conditions in A
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Symbolic Updates: Weakest Liberal Preconditions

Given focus formulze A, how can
» ' &= pre(a) be decided?
» T <®a={pecA|T | wip(a, )} be computed?

Weakest liberal preconditions recursively computable in %

H. van Ditmarsch, W. van der Hoek, B. Kooi. Dynamic Epistemic Logic, 2008.
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Symbolic Updates: Weakest Liberal Preconditions

Given focus formulze A, how can
» ' &= pre(a) be decided?
» T <®a={pecA|T | wip(a, )} be computed?

Weakest liberal preconditions recursively computable in %
wlp(u, p) <> pre(u) — p
wlp (u, true) <> true
wlp (u, =) <> pre(u) — —wlp(u, ¢)
wip(u, 1 A 2) <> wWip(u, 1) A wip(u, ¢2)
wip(u, Ko ) <> pre(u) = A ycp), Ka Wip(u - g, )
wip(a, @) ¢ Ayeq Wip(u, )

H. van Ditmarsch, W. van der Hoek, B. Kooi. Dynamic Epistemic Logic, 2008.
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Symbolic Updates: A-representability (1)

Epistemic choice action o A-representable if
1. thereis a p € A with |= pre(a) <> p
2. for each ¢ € Athereis a p € A with = pre(a) — (wlp(a, ) <> p)

Example A= {true, Kix1, Ko x1, Ky szl}
O‘; = {(Ugrp({z}, Ki Xl)a k)7 (Ugrp({z}a Ki _‘X1)7 k)}
pre(ay,) = Kixp = (Ki x1) V (K; —=xp)

= pre(ay,) — (Wlp(ay,,Kix; ) <> true )
K x1 true
KiKoxi  KiKax
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Symbolic Updates: A-representability (2)

Epistemic choice action o A-representable if
1. thereis a p € A with |= pre(a) <> p
2. for each ¢ € A thereis a p € A with = pre(a) — (wlp(a, ) <> p)

Example A = {true, Kix1, Ko x1, Ky szl}
1,2
ax” = {(Ugp({1,2}, Ko x1), k) }
pre(a)lcfz) =Kyx; = (Kaxp) V (K2 =xy)

): pre(oz)lc{z) — (Wlp(()é)lciz, Kixi ) < Ky My —x1 V K| My Xl)
Ky xq true
Ki Ka x1 true
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Symbolic Updates: A-representability (3)

Epistemic choice action o A-representable if
1. there is a p € A with |= pre(a) <> p
2. foreach ¢ € Athereis a p € A with |= pre(a)) — (wlp(a, ¢) <> p)

Example A = {true, Ky x1, Ky x1, Ky Ko xp, Ki My =% V Ky My x }
0421 = {(Ugrp({Z}, Ki X1)7 n)}
alxl = {(Ugrp({2}, K1 =x1),n) }

pre(ay,) = true = pre(a’, )

): wlp(a,'zl, Ki My =x; V K| My Xl) <~
(M] —x1 A Ki My —|X1) V Ky M x4

): Wlp(Oén_‘Xl, (Ml X1 A Ky My ﬁXl) V K M» Xl) <~
(Ml —x1 A Ki My ﬁXl) vV (M] X1 A Ky My Xl)

https://github.com/AlexanderKnapp/epistemic.git
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Syntactic Symbolic Updates

If T C Ais A-closed, then also I’ <2 «is A-closed.
» [is A-closed: T' = ¢ implies ¢ € T forall p € A
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Syntactic Symbolic Updates

If T C Ais A-closed, then also I’ <2 «is A-closed.
» [is A-closed: T' = ¢ implies ¢ € T forall p € A

Syntactic variant of symbolic updates for A-representable «
Fr<®a={peA|ex pels.t =pre(a) = (wWp(a,p) < p)}

Lemma  LetT |= pre(a) for A-representable a. ThenT <* o =T <® q.

R. Hennicker, A. Knapp, M. Wirsing: Symbolic Executions of Epistemic Ensembles 19/25



Equivalence of Concrete and Symbolic Semantics

K=ATiHfKEg < I'EgfralpcA
Theorem  Let a be A-representable. Let X =2 T.

IfEIC—>E’ K',then E,T" 54 E' T with K/ =2 T,
.IfE,F AFE TV then E, K % E', K" with K/ =2 T
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Distributed Symbolic Epistemic States

Distributed focus formulae V = (Va)aeca
> O = (®y)qea distributed if | dn Fla=®,forallac A

Distributed symbolic epistemic state A = (Ay C V,)aea such that
» [JAis | V-closed
» agent-wise local knowledge bases

Symbolic update A aVa= (Aa <V @) aea
Aa <V = {p €V, | Ay = Wip(a, 9)}

» also with syntactic variant
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Distributed Epistemic Ensembles

Distributed operational ensemble semantics on a distributed state ACv

» initiator i
» at most affected group C
» A, <Vea=A,forallac A\ C
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Distributed Epistemic Ensembles

Distributed operational ensemble semantics on a distributed state ACv
i (P M) || (a2 (Pas Ad))aec || D =Y i s (PLA)) || (a2 (Pay AY))aec || D
it Pi, Aj = Pl AL and (Ay)ace <V o = (AL) e

» initiator i
» at most affected group C
» A, <Vea=A,forallac A\ C
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Distributed Updates: ﬁ-representability

Given distributed focus formulee V = (V) 44, how can
» A, | pre(a) be decided?
> Ay <Vea={pecV,|A = wip(a,p)} be computed?
» the “affected group” of an action be determined?
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> Ay <Vea={pecV,|A = wip(a,p)} be computed?
» the “affected group” of an action be determined?

Epistemic choice action « ﬁ-representable if
1. thereis a p; € V, with |= pre(a) < pq,

2. for each ¢ € V, thereis a p, € V, with = pre(a)) — (Wlp(e, @) <> pa)

o does not affecta € A if

= pre(a) = (Wlp(a, @4) < pa) forallg, €V,
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Distributed Updates: ﬁ-representability

Given distributed focus formulee V = (V) 44, how can
» A, | pre(a) be decided?
> Ay <Vea={pecV,|A = wip(a,p)} be computed?
» the “affected group” of an action be determined?

Epistemic choice action « ﬁ-representable if
1. thereis a p; € V, with |= pre(a) < pq,

2. for each ¢ € V, thereis a p, € V, with = pre(a)) — (Wlp(e, @) <> pa)

o does not affecta € A if
= pre(a) — (WIp(a, @a) < a) forall o, €V,

Example K3 x; € V3

1,2
X1 ?

): K2x1—>(wlp(a K3X1)HK3X1)
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Equivalence of Distributed and Symbolic Semantics

Theorem  Let (a : (P4, Ag))aca be V-distributed and let o be
V-representable.

-

(a: (Pa,Aa))aca = (a:(Py;Ay))aca =

(@ Pa)acas UK 2UY (a: PL)uea, UL’
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Conclusions and Future Work

Executing epistemic ensembles
» concretely, symbolically, and distributed
» using techniques from symbolic execution and predicate abstraction
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Conclusions and Future Work

Executing epistemic ensembles
» concretely, symbolically, and distributed
» using techniques from symbolic execution and predicate abstraction

When do finite abstractions exist?

v

How to handle infinite sets of focus formulae?

v

v

relation to knowledge-based programs
(R. Fagin, J. Y. Halpern, Y. Moses, M. Y. Vardi)

applications to distributed communication protocols
(M. Herlihy, D. Kozlov, S. Rajsbaum)

v
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